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YBATA! Y pasi BUABAeHHA O3HAK 3A4iliCHEeHHA aTaKku, 6yAb /lacKa, 3BEPHITbCA 3a J,O0MOMOrol0 A0 TeXHIYHUX
cneuianictiB ESET B YKpaiHi, HagichaBliu 3anuT Ha e/IeKTPOHHY agpecy support@eset.ua.

IHCTpYKUiA cneyianicTtiB ESET

1. AKwo iHpiKoBaHMiI1 KOMN’lOTep yBIMKHEHMIA, He Nepe3aBaHTa)KylTe Ta He BUMMUKaiiTe ioro!
a) BuKoHaWTe CTBOpEHHs nory 3a gonomoroto nporpamu ESET Log Collector:

e 3aBaHTakTe yTuAiTy ESET Log Collector: http://eset.ua/ua/download/utility?name=logcollector
e [lepeKoHaliTeca B TOMy, O BCTAaHOBJIEHI BCi ra/fIouKM y BiKHi « ApTedakTn ans 36opy».

e VY BKnagui «Pexunm 360py KypHanis ESET» BCTaHOBITb: «BUXigHWI ABIMKOBUI KOZ i3 ANCKaY.

e  HaTUCHITb Ha KHOMKY: «3ibpaTn».

e Hagiwnitb apxiB 3 ypHanamu Ha esIeKTPOHHY agpecy support@eset.ua.

b) Y npoaykTtax ESET yBimKHIiTb cepBsic ESET Live Grid, a TakoX BUSABNAEHHS MOTEHLiMHO HebaXaHux Ta
Hebe3neyHux goaatkie. JoyekanTeca OHOBAEHHSA CUrHaTYp A0 Bepcii 15653 Ta npockaHyiTe MK.

2. AKwWw,o0 Komn’toTep BUMKHEHUIA, He BMUKalTe horo!

[na 36opy iHPpopmaLii, AKa [ONOMOXKE HaNnUcaTu AeKoaep, NepPeniTe 40 BUKOHAHHA NMYHKTY 3, A1A CKaHYBaHHA
CUCTEMU NEPENLITb 40 NYHKTY 4.

3. 3 yxe iHpiKoBaHOro Komn'totepa (AKMI1 He 3aBaHTaXKYeTbCA) NOTPiGHO 3i6patn MBR gna noaanblioro
aHanisy. 3ibpaTtu horo moXkHa 3a A,0NOMOrOI0 L€l IHCTPYKLi:

e 3aBaHTaxkTe K 3 ESET SysRescue Live CD abo USB (cTBopeHHs onuncaHo B [loaaTky 1).

e Hapavite 3roay 3 yMmOBaMM NiLEH3ii BUKOPUCTAHHS.

e HatucHitb CTRL+ALT+T (BiAKpPUETbCA TEPMIHAN).

e Hanuwitb KomaHay "parted -I" 6e3 nanok, napameTpom € MmaneHbKa bykea "L" Ta HaTUCHITL <enter>.

e [lepernsiHbTe CMMCOK AMCKIB Ta igeHTUIKyMTe 3apaxeHunin (noBuHeH byt oauH 3 /dev/sda).

e Baepaitb komaHay "dd if=/dev/sda of=/home/eset/petya.img bs=4096 count=256" 6e3 nanok, 3amicTb
"/dev/sda" BUKOpUCTOBYITE AMCK, AKMI BU3HAUNAW B NONepeaHbOMY KPOLLi, Ta HAaTUCHITb <enter> (dpaiin
/home/eset/petya.img byae ctBopeHuin).

e [iaknouite USB-dnewky i ckonitonte pain /home/eset/petya.img.

e Komn'toTep MOMKHa BUMKHYTHU.

e Hapaiwnitb dpain petya.img Ha eNekTPOHHY aapecy support@eset.ua.

4. ina cKaHyBaHHA KoMN’loTepa AOTPUMYITECH iIHCTPYKLii, AKi noaaHo y [lopaTtky 3.
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NopaatoK 1. CtBopeHHA ESET SysResquelive

MPUMITKA! Leit 3aBaHTaXKyBasibHUIT AUCK MOXKe npautoBatn 3 RAID macMBamu Ta BUKOPUCTOBYBATUChL AA
X NiKyBaHHA.

1. 3aBaHTaxuTh eset-sysrescue.1.0.9.0.enu 3a nocMaaHHAM
http://download.eset.com/special/sysrescue-iso/eset-sysrescue.1.0.9.0.enu.iso

2. 3aBaHTa)kuTu eset_sysrescue_live_creator_enu 3a nocunaHHAM
http://download.eset.com/special/sysrescue-creator/eset sysrescue live creator enu.exe

3. 3anyctuTtu eset_sysrescue_live_creator_enu.exe
4. BigmitbTe «Use previously downloaded ISO file»

@ Live USB Creator = ¥

SYSRESCUE

Create an ESET SysRescue Drive

1. Create a bootable USB, CD or DVD with ESET SysRescue.
2. Insert it in an infected system and boot from it.

3. Clean the system with ESET SysRescue.

Language: sh Ve
Create USB drive Create CD/DVD 2 £k

[J use previously downloaded IS0 file

5. BKaxiTb wnsax go obpasy eset-sysrescue.1.0.9.0.enu.iso Ta HATUCHITb KHOMKY OTKPbITb
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Live USB Creator — *

Open SysRescue 150 file

~ <« PaBouwi cton » ESRL v O Mowck: ESRL P
Y¥nopagounte ¥ Cozaate nanky S 4 | 0
install & man ° [ata nameHeHna Tun
bepry () eset-sysrescue.1.0.9.0.enu 16.12.2016 11:27 ®aiin Ultral§
CrE f@ OneDrive
3 310t komnsrotep

1. Cre m Bugeo
2. Inse JokyMenThl

3.Cler W Barpya
[&=] Mzo6paxerna

J5 Myzbika

2 PaBounii cton

‘e JloKENBHBI gUC

. i = 2

Wma daitna: |eset-sysrescue.‘I.O.Q.O.enu V| |ISO (*.iso) V|

g
i
E

| OTkpbITe |

L = lish -
Create USB drive Create CD/DVD =

Use previously downloaded 150 file

6. MiakntodiTh usb-Hakonuuyeay ao MK.

7. HatucHiTb KHonKy Create USB drive (akwo Bu 6askaete 3anmcaTv ob6pas Ha usb-Hakonmnuysauy, AKLLO Ha
Auck — Create CD/DVD)

@ Live USB Creator -

SYSRESCUE

Create an ESET SysRescue Drive

1. Create a bootable USB, CD or DVD with ESET SysRescue.
2. Insert it in an infected system and boot from it.
3. Clean the system with ESET SysRescue.

Language: ish o
Create CD/DVD L

[A use previously downloaded 150 file

Create USB drive

www.eset.ua
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8. 06epiTb HeObXiAHMI HaKoMMUyBaY B CMMUCKY (AKLLLO 1X KilbKa) Ta HAaTUCHITb KHoMKy Create USB drive

Live USB Creator — *

SYSRESCUE

State Device Name Size Drive Letter Content

JetFlash Transcend 16GB USE Device 1471 GB D\ ESET SysRescue

Select a drive and didk "Create USE drive” to download
Create USB drive and install ESET SysRescue on that drive.
All existing data on the selected drive will be lost.

9. HaTucHiTb KHOMKY Yes
Live USB Creator — *

SYSRESCUE

State Device Name Size Drive Letter Content

JetFlash Transcend 16GB USE Device 14.71 GB Dy ESET SysRescue

Warning 4

Are you sure you want to use "JetFlash Transcend 16GB USB Device - (D:\)" for
creating ESET SysRescue USB?

All data from USE will be lost!

Select a drive and dick "Create USE drive™ to download
m Create USB drive and install ESET SysRescue on that drive.
All existing data on the selected drive will be lost.
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10. Konun obpas byae ycniwHO 3anncaHuii, HaTUCHITb KHonKy Close
Live USB Creator - X

SYSRESCUE

ESET SysRescue had been successfully created.
You can insert it in an infected machine to clean persistent threats.

Create another copy

@e‘r www.eset.ua support@eset.ua
’ ) +38044 545 77 26



PekomeHpauii cneuianictis ESET gna npotuaii atakam nporpamu-wmndpartopa

Nopatok 2. OHoBAeHHA 6a3 curHatyp ESRL

MPUMITKA!

1. LUeii 3aBaHTaXKyBanbHUI1 gUCK MoXKe npautoBaTtu 3 RAID macusamu.

2. Ana Toro, wob6 moxKHa 6yno niKyBaTM KOMMNb'TEpM, WO He MalOTb NiAKAIOYEHHA A0 iHTepHery,

NoTpibHO cno4yaTKy OHOBUTM 633K HA KOMMNb'Tepi, AKMIA NiZKAIOUEHUN A0 IHTepHeTy.

3aBaHTaxTe MK i3 usb-Hakonuuysava (ESRL)

1. OO6epiTb i3 BMNaAaOMOro MeHHo NoKasaHi Ha CKPIHLLOTI MYHKTU Ta HAaTUCHITb KHOMKY “l accept ...”

CHler

o

License Agreement

Please read this License agreement carefully. You must accept the License agreement if you want to use ESET

SysRescue. In order to proceed, You must either enable or disable the options below the agreement.

IMPORTANT NOTICE: Prior to download, installation, copy or use please read the below terms of the product
application. BY DOWNLOAD, INSTALLATION, COPY OR USE OF THE PRODUCT YOU EXPRESS YOUR CONSENT TO
THESE TERMS AND CONDITIONS.

End User License Agreement for Software Use.

This agreement on software use (the “Agreement”) executed by and between ESET, spol. s r. 0., with its seat
at Einsteinova 24, 851 01 Bratislava, registered in the Commercial Register of the District Court Bratislava I.
Section Sro, Insertion No 3586/B, BIN: 31 333 535 (the “Provider”) and you, a physical or legal person, (the
“End User”) entitles you to use the Software defined in Article 1 hereof. The Software defined in Article 1
hereof may be stored on a CD-ROM or DVD medium, sent via electronic mail, downloaded from the Internet,
downloaded from servers of the Provider or obtained from other sources under the terms and circumstances
discussed below.

Live Grid

|§Enable Live Grid Early Warning System v | I
& Live Gnd Early Warning System 15 the Dest way to Nelp ESET Protect you as well as Keep you mformed about

new and evolving threats. This system submits new threats to ESET's lab and provides feedback that can help
protect your computer.

Potentially Unwanted Applications

iEnable detection of potentially unwanted applications

Otentially unwanted applications are programs that usually require the User's CONSent Defore mstanaton. 1ney
might not pose any security risk, however, they can affect your computer's performance, speed and reliability as well
as change its behavior.

Decline and shutdown | l | accept the terms in the License Agreement ‘ I

www.eset.ua

+38044 545 77 26



PekomeHpaauii cneuianictie ESET ana npotuaii atakam nporpamu-wmndpatopa

2. Bigkpwuiite TepmiHan

ESET SysRescue

SRESCUE

L~ On-demand scan

sy Update

% Tools

This application provides on-demand scanning and cleans malware.

Number of detected threats 0

28 i File Manager
@ Internet | 2 'g_ Image Viewer
™ Office P | [# Leafpad
2 System Tools b | ™ | XTerminal
|%| Preferences » | @ Midnight Commander

» Logout

© < us 1922 )

3. BsegiTb KomaHay “rm /var/opt/eset/esets/lib/data/data.txt” Ta HaTUCHITL Enter Ha KnasiaTypi

[l Wil o ml ool U [
.

'-l File Edit Tabs Help
root@es rescue

root@esysrescue: /home/eset

root@esysrescue:

h ()ESET sysRescue @ < us 1924 O

www.eset.ua
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4. 3aKkpuitTe BiKHO TepmiHany.

5. V¥ BiKHi ckaHepa nepeigitb 40 meHto Update Ta HaTucHiTb “Update virus signature database”.

SYSRESCUE

725 Home Virus signature database is up to date

) On-demand scan

@ Update virus signature database

9 Tools

Update is not necessary - the installed virus signature database is current.

¥ Username and Password setup...
Last successful update: 12/16/2016 06:31:44 PM
Version of virus signature database: 14616 (20161216)

© <V us 1927 O

www.eset.ua
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6. [lo 3aBepleHHIo npouecy B nobaunte HacTynHe

®© ESET SysRescue

SYSRESCUE

7% Home

Virus signature database is up to date

) On-demand scan

| & Update

% Tools

@ Update virus signature database

Virus signature database has been updated successfully.

¥ Username and Password setup...

Last successful update: 12/16/2016 07:29:34 PM

Version of virus signature database: 14617 (20161216)

o
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NopaatoK 3. IHCTPYKLIA 3 NiKyBaHHA

NPUMITKA! NMepea TMM, AK NovaTu CKaHyBaHHA? HeobxigHo BctaHoBUTHM OMTUMAJIbHI napametpw.

1. O6epitb “Custom scan”

(%) Work - Windows Server 2016 on static.your-server.de - X
File View VM

mu) &8GR R

= ESET SysRescue
SYSRESCUE

7% Home On-demand scan

@ on-demand scan

Q Smart scan

Tools
X CE] Custom scan...

¥ Scan setup ...

www.eset.ua
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2. HaTucHitb “Setup”

@ Work - Windows Server 2016 on static.your-server.de - X
File View VM
mup 68 GDBe @@

ESET SysRescue -+ %

Custom scan

l Scan profile:
|Smart scan %

Scan targets:

¢ |By profile settings
4 ¥ O[& Computer

[ Z Boot sectors
P> /@ cdrom

|

[J Scan without cleaning

Setup... Save

Scan | Cancel [

=)

www.eset.ua
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3. “Options” --> “Potentially unsafe applications” — LIE AYXXE BAX/IUBO!!!!

@ Work - Windows Server 2016 on static.your-server.de - X

File View VM

mnp 86 GRS

@ ThreatSense Engine Setup - + %

( Objects| Options Cleaningl Extensionsl Limitsl Othersl

' Scan Options: Heuristics
q [ Advanced heuristics
Detect Special Applications: P i3 ganted applications
¢ [ iPotentially unsafe applications:
: Select the scanning methods used by the ThreatSense Engine and enable detection of special types of applications.
(C
Default ‘

@ T T (GESET SysRescue | (@)EsET sysRescwe ()

o

www.eset.ua
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4. “Cleaning” --> “Strict cleaning” — MoTpi6bHO W06 3arpo3u Buaananucb 6e3 niarsepaKeHHs.

@ Work - Windows Server 2016 on static.your-server.de - X
File View VM
N> 86 6GRRD R

@ ThreatSense Engine Setup - + x

Objects | Options| Cleaning | Extensions | Limits | Others |

Cleaning Level:

No cleaning | == Strict cleaning

In this mode, the program will attempt to automatically clean or delete all infected files without user intervention. System
files are the only exception; if they cannot be cleaned an alert window with a list of available actions will be displayed.

! Default ‘ OK ‘ Cancel |

@ & T (G)ESET SysRescue | (@)EsET sysRescue  ||(€)

o
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5. Pexum — “In-depth”, moxkHa obupatun Becb “Computer”.

@ Work - Windows Server 2016 on static.your-server.de
File View VM

Ny &6 GRS

ESET SysRescue

I[ln-depth scanJ *

L

Scan targets:

g {By profile settings ;‘

1 K = Computer
[ Z2 Boot sectors
D [ (@@ cdrom

{

[J Scan without cleaning

Setup... Save

(C Scan

Cancel ‘

@ T [ (SESET SysRescue

@ (A www.eset.ua
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6. [lo 3aBepleHHIo npouecy B nobaunte HacTynHe

O] ESET SysRescue

SYSRESCUE

/2% Home

Virus signature database is up to date

) On-demand scan

| @ Update

¥ Tools

@ Update virus signature database

Virus signature database has been updated successfully.

¥ Username and Password setup...
Last successful update: 12/16/2016 07:29:34 PM
Version of virus signature database: 14617 (20161216)

o
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